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Electronic Device Searches at U.S. Ports of Entry

Entering the United States involves security checks at points of entry like
airports and land borders. It's important for all travelers, including U.S.
citizens, visa holders and lawful permanent residents, to understand
that U.S. Customs and Border Patrol (CBP) officers have the authority to
search electronic devices such as phones, laptops and tablets. These
searches can happen without a warrant or even any specific suspicion of
wrongdoing.

This guide from Gray Whale Law will help you understand your rights
and take smart steps to protect your personal data when crossing the
United States border.

Understanding CBP’s Search Authority

CBP’s authority allows them to conduct searches of your electronic
devices when you enter the United States. There are two main types of
searches:

* Basic Search: This involves a CBP officer manually reviewing the
contents of your device. No special equipment is used.

e Advanced Search: This is when CBP connects external equipment
to your device to access, review, copy and analyze its contents. For
an advanced search, CBP must have “reasonable suspicion” of a
law violation or national security concern and get preapproval from
a senior manager before conducting an advanced search.

Important Point: While “reasonable suspicion” is supposed to be

required for advanced searches, basic searches can happen to

anyone, without any suspicion at all.

Disclaimer: This document is intended for informational purposes only and does not
constitute legal advice. Please consult with an attorney at Gray Whale Law for advice tailored
to your specific situation.
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Why Electronic Device Searches Matter to You

* Your Privacy is at Risk

Your phone and other electronic devices hold a treasure trove of
personal data: emails, messages, photos, financial records and
more. CBP searches can access it all. Beware of the privacy
implications of having your electronic devices searched.

Your Rights at the Border are Limited

Your legal rights are different at the U.S. border and ports of entry
compared to your rights inside the country. Border agents have
significant authority, and usual protections may not fully apply.

You May Face Real Consequences for Non-Compliance

Refusing to cooperate with a device search can have serious
repercussions. In the event you refuse to comply with a search:

« (CBP can seize your device.
* Visa holders may also be refused entry into the United States.

 If you are traveling to the United States from a location with
U.S. CBP “preclearance” screenings, you may be prevented
from boarding your flight.

Ten Smart Steps to Protect Your Data at the U.S. Border

Here are ten practical steps you can take to minimize your
privacy risks when traveling to the United States:

1.

Travel Light: Only bring essential devices, and consider using a
“travel device” that only contains minimal personal information.

Back Up Your Data Before You Go: Securely back up important
files to the cloud or an external hard drive before your trip. Keep
backups separate from the devices you travel with.



Strong Password Security is Key: Use strong, unique passwords
for all devices. While convenient, fingerprint and facial recognition
locks are generally considered less secure than strong passwords.
You should also consider enabling two-factor authentication (2FA)
whenever possible for additional security.

Know Your Rights (and their Limitations): You are not required
to give CBP your passwords. However, refusing to provide
passwords can result in device seizure or denial of entry for visa
holders. U.S. citizens can refuse to answer questions beyond their
identity and travel details, though this may cause delays. At
preclearance locations, this may result in boarding being denied.

Document Everything if Searched: If your device is searched by
CBP, write down detailed notes including the names and badge
numbers of officers involved and questions they ask. If your
interview was recorded, request a copy of the transcript.

Minimize Stored Data: Carry less data across the border.
Consider traveling with a laptop free of sensitive data or apps that
collect and store sensitive data. Securely delete files instead of just
moving them to the trash. Think about leaving your usual phone at
home and buying a temporary phone, then transferring your SIM
card or getting a new number at your destination.

Encrypt Your Devices: Enable full-disk encryption on all your
devices for added security. Use strong passphrases instead of
simple passwords.

Turn Off Devices Before Border Crossing: Power down your
devices completely before reaching the border to help protect
against potential remote access attacks and data interception.



9. Inspect Devices Upon Return: If your laptop is confiscated and
later returned, boot it using an external drive and perform a
thorough scan for any unauthorized software or changes.

10. Limit Cloud Access: The border search will only examine
information on the device at the time of the search and cannot
access information stored remotely. Sign out of sensitive apps,
disable automatic logins, and consider removing apps that store
personal data. Additionally, you may consider using a VPN for
electronic devices.

How to Handle Interactions with U.S. Border Agents
* Be Honest: Never lie to CBP officers.
e Stay Calm: Do not argue or interfere with an inspection.

* Understand Inspection Authority: Understand that CBP has the
authority to physically inspect electronic devices. While you are not
required to provide your passwords, refusing to do so may result
in possible consequences, such as device seizure or denial of entry.

Key Takeaway: Cooperation, while protecting your data

proactively using the steps above, is usually the most practical

approach at the U.S. border.




Need Immigration Advice?

Immigration laws are often archaic, complex, and difficult to understand.
Eligibility grounds are far from clear, while changes are frequent and
difficult to keep up with. Government officials do not process each case
consistently or without error.

At Gray Whale Law we help creative and other professionals, investors,
small businesses and families navigate the needless and endless
complexity of immigration law.

Contact Us Today for a Consultation
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